IMamsTKA 17151 poaAMTeJ/Ieil U MeJAroroB Mo 0e30NMacCHOCTH PadOThI AeTell B HHTEPHeT-

MPOCTPAHCTBE HA PAa3HBIX BO3PACTHBIX ITAMAX

[Tonkitouasick k ceTu MIHTEepHET, Balll peOEHOK BCTPEUAETCS C LENBIM PSAOM yIpo3, O KOTOPIX
OH MOKET JaXXe U HE MOJ03peBaTh

Kaxkue yrpo3nl BcTpeuarorcest Hau0osee yacro?

— JOCTYH K HEXKeJlaTeJIbHOMY coJiepKuMoMy. Benb ceroans nena o6CcTosT TakuM 00pa3oMm, 4To
106011 pebeHoK, BhIXoasAmuid B IHTepHET, MOXKET MpOoCMaTpUBaTh JIIOObIE MaTepUalbl. A 3TO
HacUJIMe, HapKOTUKH, HOPHOTrpadusi, CTpaHUIbI, IOATAIKHBAIOINE MOJIOAEKD K
camMoyOuiicTBaM, aHOpeKCHH (0TKa3 OT MpUeMa MUINH ), yOUHCTBaM, CTPaHULIBI C
HaIIMOHAJIMCTUYECKON MIIM OTKPOBEHHO (aIlIMCTCKON MI€0J0THEH U MHOTOe-MHOT'0€ APYTOE.
Benp Bce 310 noctynno B MUnTepHeTe 0e3 orpanndenuii. Yacto ObIBaET Tak, 4TO MPOCMOTP ITHX
CTpaHMII JJasKe HE 3aBUCUT OT peOeHKa, Be/lb HA MHOTMX caiiTaX 0TOOpa)KaroTCsl BCILIbIBAIOIINE
OKHa, coJiepKaliye Jr0yro HH(GOpMaIuIo, Jaie BCero NopHOrpaduiIecKoro Xapakrepa;

— KOHTAKTbI ¢ HE3HAKOMBIMH JIFOJIbMU C ITOMOIIBIO YaTOB MJIM JIEKTPOHHON 1ouThl. Bee yare u
yaile 3J0yMBIIUIEHHUKHU UCTIONb3YIOT 3TH KAaHAJIbI 1711 TOrO, YTOObI 3aCTaBUTh JI€TEH BbIIaTh
JUYHYI0 HHpOpMaLuio. B 1pyrux ciyyasx 3To MOTYT ObITh MeJ0(UIIBI, KOTOPBIE UILLYT HOBbIE
KepTBBI. BeiaBast ceOst 3a CBepCTHUKA )KEPTBBI, OHM MOTYT BBIBEBIBATH JINYHYIO HH()OPMAITHIO
U MCKaTb JIMYHOHN BCTpEUH.

Pexomenganum mo 0e30nacHOCTH MCNOJIb30BaHus ceT UHTepHET 1eTHMU

1. I[Tocemaiite Uutepuer BMecte ¢ neTbMu. [loompsiiTe Bamux 1eTeil 1eIUThCs ¢ BaMU UX
yclexaMu M HeylauaMu B jelie ocBoeHus HTepHera.

2. O0bsicHUTE AETSIM, YTO eciii B IHTepHeTe 4T0-1n00 OECOKOUT UX, TO UM CIeAYyeT He
CKpBIBaTh 3TOTO, a MOJICIUTHCS C BAMU CBOMM OECIIOKOHCTBOM.

3. O0OBsicHUTe PEOCHKY, YTO MPU OOIIEHUH B YaTaX, UCIIOIB30BAHUH MPOTPAMM MTHOBEHHOTO
oOmena coobuenusamu (tuna ICQ, MicrosoftMessenger u T. 11.), ucriosib3oBaHust Online-urp u
JIPYTUX CUTYalUsX, TPEOYIOIUX PErUCTPallui, HEIb3s NCIOJIb30BAaTh PEATbHOE NMSI, TIOMOTHUTE
BalleMy peOeHKY BbIOpaTh perucTpallioHHOE UMs, HE COJiepiKalliee HUKAKOM JTMUHON
uH(pOpMaLINH.

4. O6bsacHUTE peOCHKY, UTO HEJb3sl BbI1aBaTh CBOU JINYHbIE JJAaHHbIE, TAKHE KaK JOMAIIHUN
azipec, HoMep TeneoHa U JI00YI0 APYryIo JINYHYI0 HHPOPMAIIHIO, HAIPUMEP, HOMEp LIKOJIbI,
KJ1acc, JII0OMMOE MECTO IIPOTYJIKH, BpeMsl BO3BPALIEHUs JOMON, MECTO pabOThl OTIIA WJIM MaTepU
UT. I

5. O0OBsicHuTe CBOEMY PeOCHKY, UTO B PealbHO KU3HU U B VIHTepHETE HET Pa3HUIIBI MEXTY
HENPAaBWJIbHBIMU U MPABUJIbHBIMH ITOCTYIKAMHU.

6. HayuuTe Bammx aereit yBaxars cobeceqHukoB B IHTepHETE. YOenuTech, 4To OHU
ITOHUMAOT, YTO MTPaBHJIAa XOPOIIEro TOHA ACHCTBYIOT OJIMHAKOBO B MIHTEpHETE 1 B pealbHOU
YKU3HU.

7. CKaXuTe UM, 4TO HUKOI'/Ia HE CTOUT BCTPEYAThCs C Ipy3bsiMu U3 IHTepHeTa. Beas mroamn
MOTYT OKa3aThCsl COBCEM HE TEMH, 3a KOTO ceOsl BBIAIOT.

8. OOBsACHUTE IETSAM, UTO JIaJIeKO HE BCE, UTO OHU MOTYT IIPOYECTh WM YBUIETh B UHTEPHET-
IIPOCTpaHCTBE — Npasja. [IpuydnTte ux crpammBaTh O TOM, B Y4€M OHU HE YBEPEHBI.

9. He 3a0p1BaiiTe KOHTPOJIMPOBATH JeTel B IHTEpHETE C MOMOIIBIO CIIEIUATBEHOTO
POTPaMMHOT0 o0ecrieueHus. ITO MOMOXKET BaM OT(QHIBTPOBBIBATH BPEIOHOCHOE COZIEpIKaHuE,
BBISICHUTD, KAKHE CAWThl Ha CAMOM JIeJIe TOCELIAET Balll peOEHOK M YTO OH TaM JleJaeT.

Kak HayuuTh neteil oTiinyarh npaBay OTO JKU B MHTEPHET-TIPOCTPAHCTBE?

— HaunwuTe, korja Bam peObeHOK elle JoCTaTOYHO Majl. Beab ceroans naxe NOIKOIBHUKH yXkKe
YCIIELIHO UCIIOJIb3YIOT ceTh IHTEpHET, a 3HAUUT HY>KHO KaK MO>KHO PaHbIIE HAYYUTh UX



OTZEIATH NIPABIy OTO JIXKHU.
HuxkTo He OyneTr KOHTpOJIUpPOBaTh, HACKOJIBKO IIPAaBIMBa pa3MeIleHHas TaM HH(popMarus.
Hayuure peGenka npoBepsTh Bce TO, YTO OH BUAUT B MIHTEpHETE.

Kak 310 00bsiIcCHUTD?

— He 3a0mpiBaiite cpamuBath pedeHka o0 yBuneHHoM B MHtepHete. Hanpumep, HauHuTe ¢
paccIpocoB, ISl YETO CIIYKUT TOT UM UHOM CaWT.

— Y6eaurecsh, 4To Ball peOEHOK MOKET CAMOCTOSTEIbLHO IPOBEPUTH MPOUYUTAHHYIO B
WuTepHere MHGOPMAIUIO TIO IPYTUM UCTOYHUKAM (TI0 APYTUM caiTam, ra3eram Hin
*ypHasam). [IpuyunTe Bamiero pebeHka coBeToBaThcs ¢ BaMu. He oTmaxuBaiitech OT Ux
JETCKUX MPOoOIIeM.

— [MoowpsiiTe Bammx aeTei UCIOIb30BaTh Pa3IMuHbIe HCTOYHUKH, TAKUE KaK OMOIMOTEKH WU
MOJIAPUTE UM DHIMKIJIONEANIO Ha TUCKE, Hanpumep, «DHukIoneano Kupumia u Medonus»
wi MicrosoftEncarta. DTo momMoxeT HayuuTh Ballero pebeHka Ucroib30BaTh CTOPOHHHE
WUCTOYHUKU WH(POPMAITHH.

— Hayuure peGenka nonb3oBarbes nmorckom B MuTepuere. [lokaxkure, Kak UCIOJIb30BATh
pa3linyHbIe TOUCKOBBIE MAIIIMHBI JJI OCYIIECTBICHUSI TIOMCKA.

— OOBSCHUTE BALlIUM JIETAM, YTO TAKOE pacu3M, (pammsm, MeKHAIIMOHAIbHAS U PETUTHO3HAS
Bpakaa. HecMOTpst Ha TO, 9TO HEKOTOPBIE TOJOOHBIC MAaTEPHUAIIBI MOKHO 3a0JIOKUPOBATH C
MOMOIIIBIO CHEIMANBHBIX MPOTPAMMHBIX (PUIIBTPOB, HE CTOUT HA/IEATHCS Ha TO, UTO BaM YAacTCs
OT(QWIBTPOBATH BCE TIOIOOHBIC CANTHI.

CemeiiHoe coriamenue o padore B UnTepHere.

Ecan Bammm JCTHU XOTAT IIOCCIIATh I/IHTepHeT, BaM CJIICAYCT BI)Ipa60TaTI> BMECTE C HUMU
COIVIAILIEHUE 110 UCTIOIb30BaHuI0 MHTEpHETa. YUTHUTE, 4YTO B HEM BbI JOJKHBI OJJHO3HAYHO
onucath IpaBa U 00S3aHHOCTHU KaX/10T0 ujieHa Bailel cembu. He 3a0ynpTe ueTko
c(hopMyIHPOBATH OTBETHI HA CIIEIYIOLIHE BOIPOCHI:

— Kaxkwue caifTel MOTYT TOCeIaTh BAIllK IETH U YTO OHU MOTYT TaM JienaTh?

— CKOJIBKO BpEMEHHM JIETH MOT'YT poBOIUTh B IHTepHeTe?

— Uro nenaTh, €CM BalllUX JIETei 4T0-TO OECIIOKOUT IpH nocenieHuu Muarepuera?

— Kak 3anutuTh JIU4YHbIe JaHHbIE?

— Kak crmeauthb 3a 6€30IMacHOCThIO?

— Kak Bectu ce0st BEKIUBO?

— Kak nonp3oBaThcs yatamu, rpyrnnaMu HOBOCTEH M cIy»KOaMH MTHOBEHHBIX COOOIICHMIA?

He 3a0yapTe, uTo (hopManbHO COCTAaBIIEHHOE CoTJalleHrne He OyneT BeImonHAThCs! PerymsapHo,
0 Mepe HEOOXOIMMOCTH, BHOCHTE M3MEHEHHUS B TaHHOE corjarieHune. He 3a0biBaiiTe, 4TO BBI
JIOJI’KHBI TIPOBEPSITH BBHIITOJIHEHUE COTIIAIIICHHSI BAIIMMU JIETHMHU.

Hayuure Bamero pe6eHka ncnojib30BaTh C1y:k0y MTHOBEHHBIX COOOIICHUIA.

[Tpu ucnonb30BaHUM CITYKObl MTHOBEHHBIX COOOIICHNI HAIOMHUTE BallleMy peOCHKY
HEKOTOPbIE HECIIOKHBIE NTpaBUI1a 0€30IaCHOCTH:

— HUKOT/Ia HE 3aI0JIHANTE rpadbl, OTHOCSIINECS K TUYHBIM JIaHHBIM, BEJIb IPOCMOTPETh UX
MOYKET KaXKJIbIii;

— HUKOTI/Ia He obmiaiiteck B IHTepHEeTe ¢ HE3HAKOMBIMHU JIFOJIbMU;

— PETYJISIPHO MPOBEPANUTE CIIMCOK KOHTAKTOB CBOMX JIETeH, 4YTOOBI yOEAUTHCS, YTO OHU 3HAIOT
BCEX, C KEM OHH OOIIAI0TCS;

— BHUMATEJIBHO IIPOBEPSNTE 3alPOCHl HA BKIIOYEHUE B CIIUCOK HOBBIX Apy3eil. [lomHuTe, 4TO B



HHTepHeTe 4eI0BEK MOXKET OKa3aThCsl HE TEM, 3a KOTO OH ce0s BBIIACT;
— HE CJIeIyeT UCIO0JIb30BaTh CUCTEMbl MTHOBEHHBIX COOOIIEHUI 17151 paCIPOCTPAHEHHUS CIIyXOB
WM CILJIETEH.

PopuTensM He CTOUT HAJESATHCS HAa TAHHYIO CIIEXKKY 3 CIy)KOaAMHU MTHOBEHHBIX COOOIICHUH,
KOTOPBIMHU I10JIb3YIOTCA JIETU. ['0pa3 a0 npoiie Uenoab30BaTh J0OPOKeIaTeIbHbIE OTHOLIEHUS C
BalllUMU JIETBMU.

Mo:xeT Ji Ball peﬁeHOK CTaTrb I/IHTepHeT-3aBI/ICI/IMbIM?

He 3a0rbiBaiite, uto MHTEpHET 3TO 3aMeyaTeIbHOE CPEACTBO OOLICHUS, OCOOSHHO IS
CTECHUTEIIbHBIX, HCIBITHIBAIOIINX CJIOKHOCTH B 001IeHUHU AeTeil. Bens HU Bo3pacT, HU
BHCIIHOCTH, HU (1)I/I3I/I‘-IGCKI/I€ JaHHBIC 31€Ch HC UMCIOT HU MaJICHIIIero 3HaYeHus. OI[HaKO 9TOT
IyTh BeleT K (POPMHUPOBAHUIO MHTEPHET-3aBUCUMOCTH. OCO3HATh JTaHHYIO MPo0JIeMy BecbMa
CIJIOJKHO JI0 TEX I10p, T0Ka OHA HE CTAHOBUTCS OYEHb Cepbe3HOM. Jla 1, kpome Toro, Gaxt
HaJIN4Ms TaKoW OOJIE3HN KaK MHTEPHET-3aBUCUMOCTb HE BCErAa Mpu3Haercs. Yo xe nenats?

CoBeTbl 110 0€30I1aCHOCTH /ISl eTeil Ppa3HOT0 BO3pacTa.

Kak mokasanu uccienoBanusi, IpoBouMbIe B ceTh IHTepHeT, Hanbosee pacTylliuM CerMeHTOM
noab3oBaTenei MHTepHeTa SBISIOTCS TOMKOJIbHUKH.

B sTOM BO3pacte B3pocibie OyIyT UTpaTh ONPEACISIONIYIO POJIb B 00yUEeHUH JeTer
0e30macHOMY UCIONb30BaHUIO0 MHTepHeTa.

Bospacr ot 7 10 8 Js1eT.

Kak cunTaroT nmcuxomnord, st IeTel 3TOro Bo3pacta abCOMOTHO €CTECTBEHHO JKETaHNe
BBISICHUTbH, YTO OHU MOTYT ce0e MO3BOJUTH JieaTh 0e3 pa3pelieHus poaurteneil. B pesynbrare,
HaxXo/sich B IHTepHETE peOCHOK OY/ET MBITAThCS MOCETHTD TE WJIM UHBIC CANTHI, 2 BO3MOXHO U
YaThl, pa3pelieHre Ha MOCelIeHne KOTOPBIX OH HE MOIYYHII Obl OT POJUTENEH.

[ToaToMy B JaHHOM BO3pacTe OCOOCHHO TMOJIC3HBI OYIYT T€ OTYETHI, KOTOPBIC BaM MPEOCTABHUT
Poautensckuit KOHTPOIb WM TO, YTO BBl CMOYKETE YBHJIETh BO BpEMEHHBIX (ailiax MHTEpHET-
nanku: /Users/User/AppData/Local/Microsoft/Windows/TemporaryInternetFiles(s
onepaimonHoit cucreme WindowsVista).

B pesynbrare, y Bamiero pebeHka He OyIeT ONIYIICHUS, YTO BHI IJISIUTE €My Yepe3 MU0 Ha
9KpaH, OJIHAKO, BbI OyJeTe MO-TIPEeKHEMY 3HATh, KaKHe CalThl MOCEIAET Balll PEOSHOK.

CTouT MoHUMaTh, YTO JACTH B JAHHOM BO3pacTe 00J1a/1al0T CHIIHHBIM TYBCTBOM CEMbH, OHH
JIOBEPYMBBI U HE COMHEBAIOTCA B aBTOpUTETaX. J[eTH ATOro Bo3pacta J00sT UTPaTh B CETEBBIC
UTPBI U TTyTENIECTBOBATH 10 MHTEepHETY. BriosiHe BO3MOXKHO, YTO OHH UCIIOJB3YIOT
AIIEKTPOHHYIO MOUTY U MOTYT 3aXOJUTh HA CAUTHI M YaThl, HE PEKOMEHIOBAHHBIE POTUTEIISIMHU.
[To moBOIY KCITOTB30BAHMSI SJICKTPOHHOM ITOYTHI XOTEJIOCHh OBl 3aMETUTh, YTO B TAHHOM
BO3pacTe PEKOMEH IyeTCs He pa3peniaTh UMETh CBOM COOCTBEHHBIN DJIEKTPOHHBIN MOYTOBBIHA
SITAK, a TIOJIH30BATHCS CEMEHUHBIM, YTOOBI POJUTEIIN MOTJIH KOHTPOJIMPOBATH MIEPEITUCKY.
[Tomo4b Bam 3ampeTUTh peOCHKY MCIIOIh30BATh BHEITHUE OECIITIATHBIE SIIUKH CMOXKET TaKOe
nporpammHoe obecrniedenue, kak KasperskylnternetSecurity Bepcuu 7.0 co BCTpOSHHBIM
POIUTENBCKIM KOHTPOJIEM.

Ymo modrcno nocosemosams 6 niane 6€30nacHOCmU 8 MaKkom eo3pacme?

— Co3paiite CIMCOK JOMAITHUX MTpaBuIl nocenieHus: lurepueTa npu yyactuu nereit u tpedyiite
€ro BBITIOJTHEHUS.

— TpeOyiite oT Bamiero pebeHka coOJI0ICHIS] BpEMEHHBIX HOPM HAX 0K JICHHS 32
KOMITBIOTEPOM.



— IMokaxkute peOEHKY, 4TO BBl HA0JIIOJaeTe 32 HUM HE MIOTOMY YTO BaM 3TO XOUETCs, a IOTOMY
YTO BBl OECIIOKOUTECH O €ro 0€30IaCHOCTU U BCET/la TOTOBBI €My IOMOUYb.

— [Ipuyunre geTe, YTO OHU JOJKHBI TOCENIATh TOJIBKO T€ CANTHI, KOTOPBIE BBl Pa3pellnu, T.
€. co3/1aliTe UM TaK Ha3bIBaeMbIil «Oenblil» cicok MIHTepHETa ¢ MOMOILBIO CPECTB
Poaurensckoro kontposisi. Kak 3To caenare, Mbl IOTOBOPUM MO3/IHEE.

— Komnsrotep ¢ noakiatoueHneM Kk IHTepHETY T0JKeH HaXOAUThCsl B 0011el KOMHATE 10/
IIPUCMOTPOM POJUTEICH.

— Hcnonp3yliTe cienuanbHble JETCKUE IIOUCKOBBIE MAIMHBI, TUIIA
MSNK:idsSearch(http://search.msn.com/kids/default.aspx?FORM=Y CHM).

— Hcnonb3yiiTe cpencTBa OJIOKHPOBAHMS HEXEIaTeIbHOIO KOHTEHTA KaK JTOTIOJIHEHHUE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOJIIO.

— CosnaiiTe ceMEHHBIN 3JIEKTPOHHBIN SIIUK, YTOOBI HE TTO3BOJIATH JACTSIM UMETh COOCTBEHHBIC
azpeca.

— brnokupyiite 1ocTyn K caiitam ¢ GecrjIaTHBIMU IOYTOBBIMHU SIIIIMKAMHU C IIOMOIIBIO
cootBercTByromero I10.

— IIpuyuuTte nereil COBETOBATHCS C BaMU Iepe]l ONyOIMKOBaHUEM KaKON-1100 HHpOpMaLuu
CPeACTBAaMU DJICKTPOHHOMH MOYTHI, YaTOB, PETHCTPALMOHHBIX (OPM U TIPOQHIEH.

— IlpuyuuTte nereit He 3arpyskaTh (Qailibl, IPOrpaMMbl WK MY3bIKY 0€3 Balllero corjacus.

— Hcnonp3yiiTe GUabTPhI 2IEKTPOHHOHN IMOYTHI [T OJIOKUPOBAHUS COOOIICHUH OT KOHKPETHBIX
JrO/IeN WM COZIEpIKaIllUX ONpezeseHHbIe cioBa Wi gpa3sbl. [TogpoOHee o Takux GpuibTpax
httg://www.microsoft.com/rus/athome/security/email/fightspam.mspx.

— He paspemaiite 1eTsaM HCII0JIb30BaTh CIY>KObl MTHOBEHHOTO OOMEHA COOOIIEH UsAMHU.

— B «Oenblif» crmucok cailToB, pa3pemeHHbIX IS IOCEIIEHHUs, BHOCHTE TOJIBKO CAWTHI C
XOpOoLLIEeH penyTannuen.

— He 3a0siBaiiTe OecenoBarth ¢ 1eThbMH 00 UX Jpy3bsix B HTEpHETE, Kak eciu OBl pedb 1uia o
JIpPY3bsX B PEAIbHOU KU3HU.

— He nenaiite «taby» U3 BOIPOCOB MOJIOBOM U3HU, TaK Kak B IHTepHETE 1€TH MOTYT JIETKO
HATKHYTHCS HAa TIOPHOTPaQUIO UK CANTBI «IJIS1 B3POCIIBIX».

— I[IpuyuuTe Bamrero pedbeHka coo0IIaTh BaM 0O JHOOBIX YIpo3ax UM TPEBOTaX, CBSI3aHHBIX C
WNuteprerom. OctaBaiiTech CHIOKOWHBIMU M HATIOMHUTE JETSAM, UTO OHU B 0€30IaCHOCTH, €CIU
CaMU pacCKa3aJid BaM O CBOMX yrpo3ax WM TpeBorax. IloxBammre ux v MocoBeTyuTe MOJONTH
elle pa3 B MOJOOHBIX CITydasix.

Bo3spact ot 9-12 jer.

B nanHoM BO3pacTe 1eTH, Kak IPaBUIIO, YK€ HACIIbIIIaHbl O TOM, Kakasi HH(opMalus
cymectByeT B IuTepHere. CoBEpIIEHHO HOPMAIbHO, UTO OHU XOTST 3TO YBUJAEThH, IPOYECTbD,
YCIbIIATDb. HpI/I 9TOM HYXXHO IIOMHUTB, YTO JOCTYII K HEKECIATCIbHBIM MaTCpuraiaM MOXHO
JIETKO 3a0JIOKHPOBATh MPHU MOMOIIU CPECTB POIUTENHCKOTO KOHTPOJIS.

Cosembl no b6ezonacnocmu 6 3mom 6o3pacme.

— Co3zpaiiTe CIMCOK JOMAalTHUX MpaBuil nocenieHus: MiuTepueTa npu yyactuu neteit u tpedyiite
€r0 BBIIOJIHEHMS.

— TpeOyiite oT Bamiero pedbeHka coOII0IeHHS BPEMEHHBIX HOPM HaX0XKJIEHUS 3a
KOMIIBIOTEPOM.

— Ilokaxute pebeHKy, 4To Bbl Ha0JI01aeTe 32 HUM HE IOTOMY, YTO BaM 3TO XOUETCs, a TIOTOMY
4TO BBl OECIIOKOUTECH O €ro 0€30MacHOCTH M BCET1a TOTOBBI €My TIOMOYb.

— KommbroTep ¢ nogxintouenrneM kK UHTepHETY TOJIKEH HaX0UThCS B 00IIeH KOMHATE MO/
IIPUCMOTPOM POAMUTETEH.

— Hcnonb3yiiTe cpencTBa OJ0KMPOBAaHUS HEXKEIATEIbHOTO KOHTEHTA KaK JJOTIOJIHEHHE K
CTaHJIapTHOMY PoauTennbckoMy KOHTPOJIIO.

— He 3a0m1BaiiTe 6ecenoBath ¢ 1eThMHU 00 UX ApY3bsix B IHTepHETE.

— HacrauBaiiTe, 4T00BI J€TH HUKOTAA HE COTJIAIIAINCH HA JIMYHBIC BCTPEUH C JPY3bSIMH I10



WHTepHerTy.

— Ilo3BomstiiTe AETSIM 3aX0IUTh TOJIBKO HAa CAUTHI U3 «OEJIOTO» CIHCKA, KOTOPHIN cO31aiTe
BMECTE C HUMHU.

— IlpuyuunTe nereil HUKOI/1a HE BbIIaBaTh JIUYHYIO MH(DOPMALMIO CPEICTBAMH JIEKTPOHHON
MOYTHI, YaTOB, CUCTEM MI'HOBEHHOT'O OOMEHA COOOIICHUSIMH, PETUCTPAIIMOHHBIX (POPM, TMUHBIX
npoduiiel U Ipy perucTpaluy Ha KOHKYpehl B IHTepHeTe.

— IIpuyuunTe nereit He 3arpykaTh MporpaMmsbl 6€3 Bamiero pazpeuieus. OObsICHUTE UM, YTO
OHM MOTYT CIIy4allHO 3arpy3UTh BUPYCHI WJIU APYTO€ HEKENATEIbHOE IPOIrPAMMHOE
oOecrnieuyeHue.

— Co3zpaiite BaleMy peOCHKY OrpaHUYEHHYIO YUETHYIO 3alHCh I pa0OThl HA KOMIIBIOTEPE.
— IIpuyuuTe Bamero pedbeHKa coo0IaTh BaM O JHOOBIX yrpo3axX WM TPEBOTAX, CBA3AHHBIX C
WNutepuerom. OcraBaiiTech CIOKOWHBIMU M HAIOMHUTE JI€TAM, UTO OHU B 0€30IIaCHOCTH, €CIIH
CaMU pacCKa3aJii BaM O CBOUX yrpo3ax WM TpeBorax. IloxBamure ux v ocoBETyUTE MMOJOUTH
elle pa3 B HOJOOHBIX CIIydasix.

— Pacckaxute netsim o moprorpaduu B lHTEpHETE.

— HacrauBaiiTe Ha TOM, 4YTOOBI JIeTH MTPEIOCTABIISUIN BaM JOCTYI K CBOEH 3JIeKTPOHHOM mouTe,
YTOOBI BBl YOCIMIINCH, YTO OHU HE OOLIAIOTCS C HE3HAKOMIIAMHU.

— OOBsACHUTE AETAM, UTO HEJb3s UCIOIb30BATh CETh AJIS XYJIUTaHCTBA, PACIPOCTPAHEHUS
CIUIETEH WIH yIpo3.

Bospacr ot 13-17 Jaer.

B nanHOM BO3pacte poaUTENIsAM 4acTO yXKE BECbMa CI0KHO KOHTPOJIUPOBATh CBOMX AETEH, TaK
kak 00 VIHTepHETe OHHU YK€ 3HAIOT 3HAUUTEIBHO OOJIbIIE CBOMX pojuTeneil. TeM He MeHee,
0CO0EHHO Ba)KHO CTPOro COOJOAATh IPAaBUIa HHTEPHET-0€30aCHOCTH — COIJIAIIEHUE MEXTy
poauTensiMu U 1eTbMu. Kpome Toro, HE00X0AMMO KaK MOKHO Yallle IPOCMaTpUBaTh OTYETHI O
nesirenbHOCTH feteit B IHTepHete. Cienyer oOpaTUTh BHUMaHKHE HAa HEOOXOAUMOCTh
COJIEpKAHUS POAUTENIBCKUX Maposiel (maposiei aAIMUHUCTPATOPOB) B CTPOTOM CEKPETE U
00paTuTh BHUMaHUE HA CTPOTOCTh 3TUX MapoJIei.

B 13-17 ner noapocTKH aKTUBHO UCIOJIB3YIOT OWCKOBBIE MAIIMHBI, TIOJIB3YIOTCS 3JIEKTPOHHOMN
HOYTOH, CIy>k0aMi MITHOBEHHOTI'0 0OMEHa COOOIIEHUAMHU, CKAUUBAIOT MY3bIKY U (DUITBMBI.
Manburkam OoJiblIe 110 HpaBy CMETaTh BCE OTPAHUUYEHUS, OHU JKaXAYT rpyooro romopa,
a3apTHBIX UIP, KAPTUHOK ISl B3POCIBIX». JI€BOUKM MPEANOYUTAIOT O0IIAThCs B YaTax, Mpu
ATOM OHHM ropaszio 0oJiee UyBCTBUTENbHBI K CEKCYaJIbHbIM JOMOrarenbcTBaM B MIHTepHeTe.

Cosembl no 6ezonacHocmu 8 9Mom 803pacme.

— Co3naiiTe CIMCOK JOMAIIHUX MTpaBuJl MoceleHus MIHTepHeTa npu yyacTuu MoApPOCTKOB U
TpeOyiiTe 6e3yCIOBHOIO €ro BHIIOJHEHHS. Y KaKUTE CIMCOK 3alpeIIeHHbIX CallTOB («UEpHbII
CIIUCOKY), yachl paboTsl B IHTEpHETE, pyKOBOJCTBO 10 001IeHuI0 B IHTepHEeTe (B TOM YHCTIE B
yaTax).

— KowmmbroTep ¢ mogxmroueHreM k UHTEpHETY TOIKEH HaXOAUThCS B 00IIel KOMHATE, Yachl
pabotel B IHTEepHETE MOTYT OBITh JIETKO HACTPOCHBI TTPH TIOMOIITH CpencTB PomuTensckoro
KOHTPOJIA.

— He 3a0miBaiite 6ecennoBaTh ¢ 1eThbMU 00 UX Apy3bsix B IHTepHETE, 0 TOM, U€M OHU 3aHATHI
TakuM 00pa3zoM, OyJITO pedb UIET O APY3bSIX B peasibHOM ku3HU. CrpainBaiTe o J0IsX, ¢
KOTOPBIMHU JIETH OOIIAIOTCS MOCPEJACTBOM CITY>)KO MTHOBEHHOTO 0OMEHa COOOIIEHHUSIMU, YTOOBI
yOeIUTHCS, YTO ITH JIFOJIU UM 3HAKOMBI.

— Hcnonp3yiite cpeacTBa OJIOKMPOBAHMS HEXKETATEIFHOTO KOHTEHTA KaK JIOMTOJTHEHHUE K
CTaHJapTHOMY PoIHUTENbCKOMY KOHTPOJIIO.

— Heo0Oxoaumo 3HaTh, KAKUMH YaTaMU TOJIB3YIOTCS Bamu AeTu. [loompsiiiTe ucnoib30BaHNE
MOJIEPUPYEMBIX YATOB U HACTaMBaiTe, YTOOBI AETH HE OOIIATUCEH B IPUBATHOM PEKHIME.

— HacrauBaiiTe Ha TOM, 4TOOBI JE€TH HUKOT/1a HE BCTPEYAIIUCH JIUYHO C IPY3bsIMU U3
WHrepHera.



— Ilpuyuaiite neTeit HUKOTIa HE BbIIABAaTh JUYHYIO HH()OPMAIIHIO CPEICTBAMHU HJIEKTPOHHON
HOYTHI, YaTOB, CUCTEM MIHOBEHHOI'O OOMEHA COOOIIEHUSIMH, PETUCTPALIMOHHBIX (POPM, TMUHBIX
npoduieil 1 Ipu PerucTpaluy Ha KOHKYPCHl B MIHTEpHeTe.

— IIpuyuuTte nereil He 3arpysxaTh NporpaMmsl 6€3 Baiero pazpeuieHus. OObsICHUTE UM, YTO
OHM MOTYT CIIy4aliHO 3arpy3uTh BUPYCHI WU APYTO€ HEXKEIATEIBHOE IIPOrPAMMHOE
obecrnieueHue.

— IIpuyuunTe Bamero pedbeHKa cooOIIaTh BaM O JIOOBIX Yrpo3ax UM TPEBOTAX, CBA3AHHBIX C
WutepHerom. OcTaBaiiTech CIOKOWHBIMU M HAIIOMHUTE JIETAM, YTO OHHU B O€3011aCHOCTH, €CIIN
BAMU PacCKa3alid BaM O CBOMX yrpo3ax Wiy TpeBorax. [loxBaaure ux u mnoCOBETyHTE MOJONTH
elle pa3 B HOJOOHBIX CIIydasix.

— Pacckaxxute netsim o nopuorpaduu B MIHTEpHETE.

— Ilomorute um 3ammTUTHCA OT ciama. HayunTte moapocTkoB He BblAaBaTh B MIHTEpHET cBOEro
AJIEKTPOHHOIO aJpeca, He OTBEYaTh HA HEXKEJIATEIIbHBIE [IMCbMA U UCII0JIB30BATh CIIELUAIbHBIC
HOYTOBbIE (DUIIBTPBHI.

— IIpuyunte cedst 3HAKOMUTHCS C CAlTaMH, KOTOPBIE MTOCEIIAI0T MOPOCTKH.

— OOBsACHUTE AETAM, UTO HU B KOEM CJIydae Hellb3sl HCIO0Jb30BATh CETh AJIS XYJIUTaHCTBa,
pacpoOCTPaHEHHUs CIUIETEH WU YIPO3 IPYTUM JIHOISM.

— OO6cynuTe ¢ NOAPOCTKAMHU IPOOIEMbI CETEBBIX a3aPTHBIX UTP U UX BO3MOXKHBII PUCK.
HanomMHuuTe, 4TO 16T HE MOT'YT UIpaTh B 3TU UI'PhI COIVIACHO 3aKOHY.

Kak npoBoauths PonuTenbckuil KOHTpOIb Hal oBeieHueM aereil B UHTepuere?

ObecnieunBaTh pOAUTEILCKUNA KOHTPOIIb B IHTEpHETE MOKHO C TOMOLIBIO PA3IIUYHOTO
pOrpaMMHOT0 obecrieueHusl, Harpumep, Pomurenbekuii KoHTposib B WindowsVista, cpencraa
Poaurensckoro koHTpoiis, BctpoeHHbIe B KasperskylnternetSecurity.

MEPBI IPEJOCTOPOXHOCTHU IIPU PABOTE B UHTEPHETE

WHTepHeT AaeT BaM BO3MOKHOCTh, HE BBIXO/IS U3 IOMa, OBICTPO HAXOJUTh HEOOXOAUMYIO
MH(pOpPMaLIMIO, yYaCTBOBATh B 00CYK/IEHUAX UHTEPECYIOLIUX Bac MPOOJIeM Ha Pa3IMYHBIX
dopyMax u B MHTEpHET-KOH(pEpEeHIUAX, TPUOOPETaTh TOBAPHI M YCIYTH, OCYIIECTBIAThH
TJIaTEXXH, OOMEHUBATHCS COOOIIEHUSIMH TI0 JIEKTPOHHOM 1ouTe. OIHAKO, MOJIb3YSICh
WuTepHeToM, Helnb3st 3a0bIBaTh 0 6e30nmacHocTU. [lomHMTE:

* B Balll KOMIIBIOTEP MOXKET MTONACTh KOMIIBIOTEPHBIN BUPYC;

* Balll 3JIEKTPOHHBIN aipec MOXKET 0Ka3aThCsl B 0a3e NaHHBIX /Ul PACCHUIKU PEKIaMBblI,

* CBEJIEHUS, KOTOpbIE BBl coodmiaere o cede B MIHTepHETe, MOTYT CTaTh U3BECTHBI IOCTOPOHHUM
JULAM;

* UHQOpMaIHs, KOTOPYIO Bbl HAXOUTE B CETH, MOXET ObITh HEJJOCTOBEPHOM;

* BBl MOKETE CTATh KEPTBON MOLIEHHUKOB.

Bce 310 HU B KOEM ciyyae He 3HaUUT, UTO HY)KHO OTKa3aThCsl OT UCHOIb30BaHus MHTepHeTa.
[TpocTo HEOOX0MMO 3HATh O TOM, KaKie€ OMACHOCTH Bac MOJICTEPEraoT, U YMETh X
pacro3HaBaTh U MPeIyNpex1aTh UX MOCIEACTBUS.

Cram 1 KHOEPMOIIICHHUYECTBO

Cnawm (anri. spam, cokpamieHue ot self-promotion and marketing) — ato maccoBas, uHOr 18
Cpa3y Mo HeCKOJIbKUM MHUJUTHOHAM aJIPeCOB, PACCHIIKA PEKIIAMHBIX cOOOIIeHHH. Tex, KTo
pacIpoCTpaHsET MO MIEKTPOHHOU TIOYTE TAKKE MUChMa, Ha3bIBAIOT CIIAMEPaMHU.
OTIMYUTEITBHBIC YePTHI ClTaMa — OTCYTCTBUE MIPEIBAPUTEIHLHOTO COTIIACHS aJipecara Ha
MOJTyYCHUE COOOIICHHUS, HEBO3MOXKHOCTh OTKA3aThCs OT MOJIyYSHHsI aHAJIOTUYHBIX COOOIICHUH B
Oynymiem, parbcupUIIMPOBAHHBIN aIpeC OTIIPABUTEIIS.

Cramepckue miuchmMa 0OBIYHO OBIBAET JIETKO Y3HATH MO TeMe coobmieHus. Yare Bcero B HUX



peKIIaMUPYIOTCS IOPUINYECKUE, OyXTaaTepcKue, TYPUCTUUECKUE, MEUIIMHCKUE 1
KOCMETHUYECKHE YCIYTH, METO/Ibl OBICTPOrO MOXYAEHHSI, KypChl HHOCTPAHHBIX A3BIKOB, OM3HEC-
CEeMMHApBbI, MOpHOrpaduIecKue HHTEPHET-CAUThI U 3/1aHuUs, MHTUMHbIE ycayru. Hepeako Taxoke
BCTPEYAIOTCS MPEAJIOKEHHsI 0a3 JaHHBIX € JIEKTPOHHBIMU aJJpecaMi, T.H. «CIaM PO criaM»
OOHapyXMB B OCTYIUBIICH MOYTE COOOIIECHHE C MTO00HOM TEMOH, MOyMaiTe, MOKET JIX OHO
IPEICTaBIATh JUI BaC KaKOW-TO UHTEPEC, M €CJIN HET — CMEJIO €ro yJalsiTe.

Buner cmama

* Peknama. D10 muchMa THNA «caaeM B apeHay oduc» nim «BepHblil crioco0 MOBBICUTH BaIlU
JIOXOZBI», a TAK)KE IIPEIJIOKEHUS YIYUIIUTh Ball [IEPCOHAIBHBIA CalT, U3MEHUTH ITPOIIOPLIAN
TeJIa, BBIBECTH BOJIOCHI HA yIIax ¥ TOMY 10100H0e. IMEHHO ¢ TOMOIIBIO TAKOTO PO/a criaMa
PEKIIaMUPYIOT MPOAYKLIUIO, O KOTOPOH HENb3s1 COOOIUTh MOTEHIUAIBHBIM OTPEOUTEISIM HHBIM
crioco0oM: mopHorpaduio, JIEKapCTBEHHBIE MPEnaparbl, 000pOT KOTOPHIX HE JTUIICH3UPOBAH WIN
OrPaHUYEH 3aKOHOM, TOOBITYIO HE3aKOHHBIM ITyTeM MH(pOpMaLUIO (pa3iuyHble 0a3bl JaHHBIX),
KOHTpa(aKTHbIE KOMIIBIOTEPHBIE TIPOTPAMMBI.

* «Hurepuiickue nucbma». MOLIEHHUKHN 4aCcTO UCIIOJIB3YIOT CIIaM C LIE€IbIO0 BEIMAHUTD Y
JIETKOBEPHOTO Iosy4arens AeHbru. Hanbonee pacnpocTpaHeHHBbIH criocod Takoro poja
KYJIbHUYECTBA U3BECTECH KAaK «HUI'CPUIICKUE MMUChbMay, TOCKOJIbKY BHayaje OOJIbIINHCTBO

o 00HBIX coobmeHuid npuxoamio u3 Hurepun. Conepxanne «HUTEPUHCKOTO MACEMay
CBOJUTCS K CIIEYIOLIEMY: BaM CYJIST BO3MOXKHOCTb 0€3 0co00ro Tpya 3apadoTaTb MHOTO
JIEHET, HO IIPU 3TOM OTIPABUTENb IPOCUT NIEPEBECTH HA YKAa3aHHBIN CUET HEOONBIIYIO CYMMY,
HE00X01uMyHo 1711 0hOpMIIEHHUS JOKYMEHTOB WM MOKPBITUS KaKUX-TO IPYTUX PAaCXOJI0B.
Obenranue JIerkoro o0oraieHusi, eCTECTBEHHO, BCETO JIMIIb MPUMAaHKa, 3a7a4a MOIIEHHUKA —
IIOJIyYUTh BaIlK JEHBIH.

» Oummnr (anrn. phishing, mo ananoruu c fishing — «per6anKa) — eme oauH crnocod
MOILIEHHUYECTBA C TIOMOIIIBIO CIIaMa, TOJIBKO B 3TOM CJIydae y ac MbITAlOTCS BBIMAHUTD HE
JI€HbI'HU, @ HOMEP KPEIUTHON KapThl, 0DAHKOBCKOT'O CYETA MJIU MApOJIb JOCTYIA K CUCTEME
iatexxelt uepe3 MutepHet. [TncbMo 0OBIYHO BBITTISANT KaK OPUIIMAIBHOE YBEIOMIICHUE OT
OaHKa, re TOBOPUTCS, YTO MOJIyyaTellb JOJKEH MOATBEPAUTH CBEJIEHUS O cebe, MHAYe €ro CUeT
Oyzer 3abmokupoBaH. TyT ke NPUBOJUTCA ajipec MPUHAJIEKAIIEro cramepam caiita. YToOsl
JKepTBa He Jiorajanack 00 oOMane, oopMIIeHHE TTOACTABHOTO caiiTa UMUTUPYET AU3aliH
oununansHoro caiita 6anka. Cpeu 1aHHBIX, KOTOPbIE TpeOyeTCs yKa3aTh B pa3MeIleHHON TaM
OHJIaliH-(OopMe, IPUCYTCTBYIOT U T€, UTO HYKHBI IIPECTYINHUKAM, BO3HAMEPHUBIIMMCS Bac
000KpacThb.

* [IpeanosxkeHns NpUHATH yyacTue B (GUHAHCOBBIX NUpamMuaax. Takue nociaHus ToxKe peaKko
OTJIIMYAIOTCS APYT OT Apyra. OObIYHO CHayuaia Bac 3aBEPSAIOT B TOM, YTO «3TO HE CIam», a a
3aTeM IpeasararT padoTy, 3a KOTOPYIO Bbl CMOXETE MOIYYUTh 0ACHOCIOBHYIO cymMMy. HacTo B
nosne «Tema» mogoOHbIX coobmenuii nuiyt «He ynansiite sTo nucsmo» miun Please read It
carefully («Iloxanyiicta, mpoYTUTEe BHUMATEIHLHOY).

* [IpemioxkeHus 3aiTH Ha HEKU caiT. L{enp Takux muceM — 3acTaBUTh BacC LIEIKHYTH 110
MPUBEIEHHON B TekcTe cehlike. CpencTBa Al 3TOro BeIOMparoTes camble pazHble. Hanpumep, B
MUCbME MOXET OBITh CKa3aHO, YTO 3TO PAcChUIKa, HA KOTOPYIO Bac MOJIMUCATN, HO, €CIIU BBl HE
XOTHUTE €€ MOJIy4aTh, HOJMUCKY JIETKO aHHYJIMPOBATh, IIETKHYB IO CChIIKE Ha
COOTBETCTBYIOIIHH CalT, - pa3yMeeTcsi, HU B KaKylo OHJIaitH-(popMy Ui 0TKa3a OT PacChlIKU BbI
pu 3ToM He nonajete. Hepenko mo1o0HbIe MucbMa MaCKUPYIOTCS MOJT JTMYHBIE U JJaKe
MHTHMHBIE TIOCIIaHus, oOpaleHHble UMeHHO K BaM: «IIpuBet! ¥ MeHs Bce HOpManbHO. Xouelllb
MIOCMOTPETh MOM HOBbIE (poTku? BOT ccbuika...». ['maBHas oTauuurTenbHast 0COOEHHOCTh TaKUX
IIMCEM — HAJINYME CCHUIKM HAa HEU3BECTHBIN BaM caiiT. KpoMe TOoro, BMECTO BallIEr0 HACTOSIIETO
MMEHHU J1a)Ke B PUBETCTBUU CTOUT UM MOJIH30BATENs, T.€. 4YaCTh BaIIEro 3JEKTPOHHOTO aJipeca
110 3HaKa (@.

* Ckam (aHrJ1. scam — «KYyJIbHUYECTBO, OOMaH») — eIle OJTMH BapUaHT MHUCHhMa C 1EIIBI0
BBIMAHMUTH y Bac J€HbI'M. B pazociaHHOM MOIIEHHUKAMHM [TMCbME IOJTy4YaTelIsIM IIpeijiaratoT



KYIUThH JIeIIeBbIe HOYTOYKH UJTH, CKa)KeM, TOBAaphl, KOH(DUCKOBAaHHBIC HA TaMoxHe. Kak
MPAaBUJIO, YACTh IJIATEKa MPOCAT MEPEBECTH aBAaHCOM, TIOCTIE Yero KOHTaKTHbIE Tene(OoHbI U
yKa3aHHBIN B MMChME CAUT mepecTaroT paborars. ToBap-pUMaHKy BbI, pa3yMeeTcsi, HUKOTIa He
MOJTy4YHUTE.

Cpenu 1pyrux BHJIOB cllaMa MO>KHO Ha3BaTh MacCOBBIE PACCBHUIKH IHUCEM PEIUTHO3HOTO
COJIepXKaHUsT; COOOIIEHUH, 11€]Tb KOTOPBIX — BBIBOJI U3 CTPOs MOYTOBOM cuceTMbl (denial of
Service); AIEKTPOHHBIX MUCEM OT YYXKOT'0 UMEHH C LIEJIbI0 BBI3BATh HETATUBHOE OTHOIIEHUE K
«OTHPABUTENION» (T.H. YEPHBIN MHAP); MHCEM, COJEPKAIINX KOMIBIOTEPHBIE BUPYCHI (TAKUM
00pa3oM oOecreuynBaeTcsi UX OBICTPOE PaCIPOCTPAHCHUE).

3amuTa oT crnaMa

IIpeBeHTHBHBIE METOBI

Camblil HaJIexKHBIN CIIOCOO 3alUTHI OT CllaMa — HE TI03BOJIUTh ClIaMepaM y3HaTh Balll
3JIEKTPOHHBIN ajipec. [t 3Toro pekoMeH1yeTcsi cCoOI0AaTh CleAyOIINe IpaBuia.

* 3aBOJMTE AIICKTPOHHBIH ITOYTOBBIH SIUK HE HA OECINIATHOM IIOYTOBOM CEpBEPE, a B
KOPIIOPATUBHOM CETH WM y HHTEpHET-IIpoBaiiiepa (CoMMIHbIe MpoBaiepbl 0OBIYHO
IIPEIOCTABIISAIOT KJIIMEHTaM IOYTOBBIH SIIIMK HAa cBoeM cepBepe). Kak npasuiio, Takue
JJIEKTPOHHBIE aJipeca K criaMepaM He M0NalaroT.

* [Ipu co3nanuu 3JIEKTPOHHOM MOYTHI BEIOMpaiiTe HeCTaHIaPTHOE UM MOJIb30BaTeNs. Y
CIIaMEpPOB UMEIOTCS CIELMAIBHBIE CJI0BAPH, BKIKOYAIOIINE IPOCTHIE CII0BA aHTJIMICKOTO S3bIKa,
MMEHa JIt0J1eH, Ha3BaHUs reorpapuueckux 00beKTOB U HEKOTOpPbIE HanboJiee pacpOCTPaHEHHbIE
BBIPQKCHMS U3 CIIEHTa Nosib3oBareneil urepuera. Mcnonp3ys Takoi coBaphb U CIIMCOK
JIOMEHHBIX UMEH, KOTOPbIE OTKPBITO ITyOJIMKYIOTCS, HECTIOKHO TOIYIUTh MHOKECTBO a/IpECOB
JUISL CTAMEPCKUX PaCCBUIOK.

* He coobmaiiTe cBOM 371€KTPOHHBIN aJpec Ha UHTEPHET-caiiTaX, KOTOPbIE HE 1al0T FrapaHTUU
HepasruiamieHus KoHuaeHunanbHoi napopmanuu. [To BO3MOXXHOCTH cTapaiiTech He /1e1aTh
3TOro TakXke Ha (popyMax, Ha COOCTBEHHOM CalTe U B 3JIEKTPOHHBIX MUCbMaX.

* Eciin Bam He0OX0MMO yKa3aTh CBOM 3JIEKTPOHHBIH ajjpec, HalpuMep, B OTBET Ha MPOCHOY
JIpYroro yyacHuka (opyma, MUIIMTe €ro ¢ npodenaMu nepes 3HakoM (@ U rociie Hero. B atom
cilyyae aJpec He MomnajieT B 6a3bl JaHHBIX CIIaMEPOB, TaK KaK UCIOJIb3yeMble UMY CIeLHaIbHbIE
ITOMCKOBBIE IIPOIPAMMBI HE CMOT'YT OIO3HATh ATy 3alIMCh KAK 3JIEKTPOHHBIN aJIpec.

* [Ipu peructpanmu Ha pa3IUYHbIX caiiTax yka3blBaiTe B OHJIAHH-(OpPMAax HE Balll OCHOBHON
aJipec 2JIEKTPOHHOM MOYTHI, a aJJpec CHEeHaIbHO 3aBEACHHOI0 JJIs ATUX Lielel OecIiaTHOro
IIOYTOBOTO SALIUKA.

* Hukorna He oTBeyaTe Ha MMChMa CIIAMEPOB U HE NEPEXOIUTE Ha NUHTEPHET-CANTHI 110
COJIEpKalIMMCsl B HUX CChUIKaX. TakuMu AEWCTBUAMHU BbI IOATBEPAUTE, YTO AKTUBHO
M0JIb3YETECh CBOMM AJIEKTPOHHBIM a/IpECOM, U CTaHETE MOJy4aTh ellle OoJbllie crama.
be3ycioBHO, 1axe cTpOro BBINOJHSS 3TH POCTHIE NIPaBUIIA, IOJHOCTHIO OT CIIaMa BbI HE
n30aBUTECH, HO Balll IMYHBIHM MOYTOBBIH SIIUK, IO KpaliHell Mepe, He OyIeT MepenoaHAThCS
HEHY)XHBIMH PEKJIAMHBIMHU COOOIIEHUSMH.

OWIBTPAIIMOHHBIE METO/IbI

CeroiHs CyLIECTBYIOT IIPOTrPAMMBI /111 aBTOMATUYECKOT0 PACIIO3HABAHUS ClIaMa U €r0
¢unbTpanun. [logo6HbIe GUABTP MIMPOKO MPUMEHSIIOTCS Ha MOUYTOBBIX CEpBEpax, HO HEKOTOPHIE
U3 TUX MIPOrPaMM IpeHa3HAuEHb! U JUTSl HHAWBUYAIbHbIX MOJIb30BaTENEH U MOTYT OBITH
YCTaHOBJIEHBI HAa IEPCOHAILHOM KOMITBIOTEPE.

KomnbrorepHbie BHpPYChI

Knaccugukaius BpeoHOCHBIX IPOrpaMm



HazoiinuBas pexiama, paccbuiaemast 1o 3JIEKTPOHHOM MOUTe, pa3ipakaeT u Melaer padore, HO
yarie BCEro CraM He HeCeT OMacHOCTH IS Ballero KoMIbtoTepa. JIpyroe neno BUpycCHI,
[IPOrPaMMBI-LIIITMOHBI U CETEBBIE aTaKU, KOTOPBIE IPEICTABIISIOT CEPhE3HYIO YTPO3Y
KOMIIBIOTEPY, OJICOEAUHEHHOMY K MHTEpHeTY.

ITo ciocoOy pacmpocTpaHeHHs BPEIOHOCHBIE TPOrPaMMbI MOKHO pa3elUuTh Ha CICAYIOIINE
BH/IBIL:

* BUPYCHI — IPOTPaMMBbI, CITIOCOOHBIE PA3MHOXKATHCSI BHEAPATH CBOU KOIHU B IpYyTrue (ailiisl;

* CETEBbIC «YEPBU» — MIPOrPAMMBbI, KOTOPbIE HE U3MEHSIOT (Pailyibl Ha KECTKOM JHCKE
KOMIIBIOTEPA, @ IIPOHUKAIOT B €r0 ONEPALlMOHHYIO CUCTEMY U 3aTE€M, HaXO/sl Ha KOMIIBIOTEpE
aZpeca Ipyrux MoJib30BaTelIel, pacChlIAOT 110 ATUM JIpecaM CBOU KOIIHH;

* «TPOSIHCKHE» MTPOTPaMMBbI — UCTIOJIHsIEMbIE (ailiibl, 0OBIYHO MACKUPYIOLIUECS M0]T HOBYIO
BEPCHIO KaKOH-HUOYIb MOMYJISIPHOMN MPOrpaMMbl WM UTPHI C LIEIbIO 3aCTaBUThH MOJIB30BATEIS
YCTaHOBUTb UX Ha CBOM KOMIIBIOTED.

Bupycsl u 1pyrue BpeAOHOCHBIE IPOrPaMMbl MOTYT IIONIACTh B Balll KOMITBIOTEP Pa3IMYHbIM
MyTEeM: IIPU KOIMPOBAHUU [TPOTPAMM C UY>KOI'0 KOMIIbIOTEpa 0€3 MPOBEPKH HAa HAIMYUE B HUX
BUPYCOB; IIPU OTKPBITUH 3apaKEHHBIX (PaillioB, MOITYYEHHBIX 10 3JIEKTPOHHOM 1M0YTe; MPH
MOCEIICHUN COMHHUTEIBHBIX CAUTOB, Yallle BCEr0 MOPHOTPaPUUECKUX MU TEX, C KOTOPHIX
MO’KHO CKa4aTh MUPATCKOE MPOrpaMMHOe 00ecrieUeHue.

Kak onpenenutp, 4To B Balll KOMITBIOTEP MOMAT BUPYC

3armycTuB 3apaKEHHYIO MPOTPaMMYy, BbI, KaK MPABUIIO, JaKe HE 3aMETHTE, YTO aKTUBUPOBAIIU
BUPYC, U JIUIIIb [T03/IHEE OOHAPYKUTE, YTO C BALTUM KOMIIBIOTEPOM YTO-TO HE Tak. BoT
HECKOJIBKO MPU3HAKOB, CBUJICTEIHCTBYIONIUX O TOM, YTO Balll KOMIIBIOTEP, BO3MOXHO, 3apakeH
BUPYCOM:

* KOMITBIOTEP CTaJl pabOTAaTh MEJICHHEE, YEM PaHBIIIE;

* KOMITBIOTEP HE OTBEYAET Ha 3aIIPOCHI MU YaCTO 3aBHCAET;

* KOMITHIOTEP KaX/Ible HECKOJILKO MUHYT JIaeT COOM U caM Tepe3arpyKaercs;

* KOMITBIOTEp TIepe3arpyxaercs 0e3 Balleil KOMaH bl U TTOCIIE ATOT0 HE MOXKET paboTaTh B
HOPMaJIBbHOM PEKUME;

* MPOrpaMMBbl Ha BallleM KOMIbIOTEpe paboTalOT HEMPaBUILHO;

* IUCKOBOJIBI CTAHOBSTCS HEJOCTYITHBIMH,

* BO3HHUKAIOT IPOOJIEMBI IIPH BBOJIE TEKCTA C MTOMOIIBIO KIIaBUATYPBI;

* BaM HE yJIaeTCsl HOPMAJIBHO pacIiedarartb TEKCT Ha MPUHTEPE;

* KOMITBIOTEP BBIJIa€T HEOOBIYHBIE COOOIIEHNUSI 00 OIINOKAX.

AHTHBHUPYCHBIE TIPOTPAMMBI

Camoe s dextuBHOE CpeACTBO OOPHOBI C BPEIOHOCHBIMH MPOTPaMMaMH — PUMEHEHHE
aHTUBHUPYCHBIX Mporpamm. Hu oHa U3 Takux nmporpamm (UX Ui KpaTKOCTH YacTO Ha3bIBAIOT
IIPOCTO aHTUBUPYCAaMH) € 00eCIeYMBAET CTOMPOIIEHTHON 3alUThI, IOATOMY IpHU BbIOOpE
aHTUBHpYCA HEOOXOJMMO YUUTBIBATH PAJ] MAPAMETPOB: HA/IEKHOCTh MTPOrpaMMbI, y100CTBO ee
HCIIOJIb30BaHUs, CKOPOCTh pabOThl, CHOCOOHOCTH UJIEHTU(DHUIIPOBATH MAKCUMAIbHOE
KOJIMYECTBO PaCIpPOCTPAHEHHBIX TUIIOB BUPYCOB, BO3MOXHOCTb «JICUEHHS 3apakKEHHBIX
00BEKTOB, HATMYKE JPYTUX MOJe3HBIX QyHKIMI. [IpaBuibHO HACTpOEHHAsI aHTUBUPYCHAS
porpaMma criocoOHa MpoBEPATh KOMIBIOTEP B AaBTOMAaTHYECKOM PEeKUME U HHPOPMHUPOBATH
BacC O HaJIMYUU BUPYCOB.

Haubonee n3BecTHbIE aHTUBUPYCHBIE POTPaMMBbl

1. Norton AntiVirus. Pa3paborannas kommnanueit Symantec Corporation (www.symantec.ru)
2. AntuBupyc NOD32. Pa3zpabortannas kommnanueit Eset Software (www.esetnod32.ru)

3. Doctor Web. (www.drweb.ru)

4. AatuBupyc Kacnepckoro. Jlaboparopust Kaciepckoro (www.kaspersky.ru)

5. AatuBupyc AVG Free Edition. becrutatnas. (www.free.grisoft.com)






